CYBER SECURITY

i-SAFE LESSON PLAN OVERVIEW
Suggested Grade Level 8

Goal
Learners will
e Develop a comprehensive understanding of the concept of community and its application to
the Internet.
¢ Inform others about safe travel on the Internet.

Youth Empowerment Activity Implementation

i-SAFE lesson activities incorporate learning and engagement (youth empowerment), to help ensure
that students are enabled to make wise online decisions. There are two tiers to each empowerment
activity.

e Tier 1 consists of an integrated activity that enables a simple outreach activity. Tier 1 activities
are supported by student incentives accessed via the i-SAFE website at www.isafe.org, such
as:

o entering a poster created during a lesson into an online i-SAFE contest.
e Tier 2 in any lesson builds upon the tier 1 activity to enable a larger event-type activity. Tier 2
activities are supported by i-SAFE Outreach through:
o Planning and implementation help
o Additional materials
o Student incentives
o Teacher incentives

Preparation

e View the online Cyber Security Professional Development Training for background knowledge
to prepare yourself to confidently implement this i-SAFE lesson. Access the training from the
iLEARN link at www.isafe.org.

e Complete an online Implementation Plan indicating your school, grade, and number of
students to be taught. Access the Implementation Plan at www.isafe.org.

e Responsible use of intellectual property is an integral part of the i-SAFE program. As an
educator you are the best example in modeling responsible use of technology resources. You
are authorized to copy i-SAFE materials needed to implement the lessons with students you
have referred to on your i-SAFE Implementation Plan(s). Any other use of i-SAFE materials
without permission is not permitted. Please direct questions about use of i-SAFE curriculum
materials to teachers@isafe.org.

Materials
e A copy of Activity pages for each student group
e A copy of Crossword Activity page for each student

Assessment

Administer the pre assessment online at www.isafe.org if beginning the i-SAFE program. Students
will be asked to enter the School ID number, which you will receive upon completing an
Implementation Plan.
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LESSON PLAN

All students participating in the i-SAFE curriculum are considered to be mentors. Have students
register online at www.isafe.orq to take full advantage of the support and incentives offered. This may
be done at any time during the lessons, or students may complete registration at home.

Activity 1

KEWL Chart Sections 1 and 2

Put the KEWL chart up on an overhead, or reproduce on a chart or board. This chart will guide
discussion on viruses, worms, and Trojan horses. Teacher should initiate and lead discussion on
these topics. Use the goals and objectives section to ensure that key topics are covered.

If the students are familiar with a KWLS chart (a chart in which you list what you Know, what you
Want to learn, what you Learned, and how to Spread your knowledge), compare i-SAFE’s “KEWL”
chart with it. (KEWL is a popular term, meaning “cool” used in online communication.)

Section: K- What do you Know?

Question the students on what they know about viruses, worms, and Trojan horses. List their
appropriate answers in the K column of the chart. This column forms a foundation of what the
students currently know about harmful viruses, worms, and Trojan horses. Most should be familiar
with viruses and be able to give basic information.

Sample questions and answers:

Q. What is a virus? What is a computer virus?

A. Something harmful that attacks you; makes you sick. A computer virus attacks your computer and
causes problems.

Section: E — Expand your knowledge
Question students on where their knowledge is lacking. What more do they feel they should know
about viruses, worms, and Trojan horses to protect themselves and their computers?

Sample question and answer:

Q. What else would you like to learn about viruses, worms, and Trojan horses? Do we really
understand how to prevent infection?

A. How can | prevent getting my computer “sick®? What are worms? What are Trojan horses? Why
should | care?

Group Activity
Once the first two columns of the KEWL chart are completed, students are ready to learn about
computer viruses.

e Divide students into groups and pass out the Activity pages. Each group should receive
activity pages, which describe e-mail etiquette and virus terms, and the mock scenarios.
Students are to read over the information; then, based on their new knowledge, each group
should discuss each scenario and decide what they believe the correct action would be.

e Call for students to end the activity after 15-20 minutes and return to the KEWL chart.

© 2005 i-SAFE America, Inc. 2



Return to KEWL chart — Sections 3 & 4
Using what students have learned from their group work, they will finish the KEWL chart as a class.

Section: W — What have you learned? Now that students have covered viruses, worms, and Trojan
horses, ask them what they have learned from their information sheet and the scenarios. Check the
“‘what you want to know” questions.

Sample question and answer:

Q. What do we know worms, viruses, and Trojan horses?

A. Viruses can be gained by downloading e-mail attachments. Worms affect computer networks. It
isn’t safe to download items on the Internet without proof — they can be Trojan horses.

*Make sure all key concepts/critical attributes of viruses, worms, and Trojan horses are covered.

Section: L — Leading others in learning

This section allows students to identify ways to own the knowledge they have learned. By spreading
knowledge to others, students continue their own learning. In this column allow students to
brainstorm ways to spread knowledge.

Sample questions and answers:

Q. How can we spread what we have learned?

A. Talk to parents about what learned. Give presentations to others, design posters, incorporate
peer-to-peer communication.

Activity 2 - Crossword puzzle
Pass out copies of the Crossword puzzle. Have students complete puzzle to review what they have
learned. Work in pairs if desired.

Tier 1
Check the contests and incentives area at www.isafe.org for information on submitting this or other i-
SAFE projects.

Tier 2

i-SAFE provides the i-Mentor Training Network training videos to help students implement Tier 2
activities. The 5-minute videos provide specific "how to" information on accomplishing i-SAFE
outreach activities. They are available on the i-SAFE website and on CD.

Use the ideas developed in Section L to put on a larger event to get the message out about cyber
security. Direct questions about implementing Tier 2 activities to outreach@isafe.org. Submit a plan
for a Tier 2 event online.
Discuss your Tier 2 plan. Guide the discussion to the following and/or incorporate your own ideas of
implementation:
e Host this as your own activity or collaborate with another class or grade - use lesson resources
completed in all to enable a larger scale parent event.
e Review activities in additional i-SAFE lessons that students will complete and can be included
as part of the presentation (posters, PSAs, etc.)
e If you have not done so already, inform students that they can order free materials for
presentations from i-SAFE.
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¢ Review with students how to register for incentive activities.
Implement the Tier 2 activity.

Register for Teacher Incentives

If students in your class are conducting a Tier 2 Outreach activity/event (an activity that spreads the
message of Internet safety and responsible use outside the classroom), follow the Tier 2 directions on
the Educator’'s Page at www.isafe.org to become eligible for monthly prize drawings.

Assessment
Administer the post assessment online at www.isafe.orq if this is your last lesson for i-SAFE.

Continue with the i-SAFE Program

i-SAFE offers Internet safety curriculum for grades K-8 and webcasts for grades 9-12 on the topics of
Personal Safety, Predator Identification, Intellectual Property, Cyber Citizenship, and Cyber Bullying.
For information contact education@isafe.org.
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Teacher Resource: Crossword Answer key

Don't Get Bit by the Bug
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